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Internet Service

= Internet provides an unreliable best effort,
connectionless packet delivery system

= The service makes the earnesst attempt to deliver
packets

= Delivery is not guaranteed

= Packets may be lost, duplicated, delayed or delivered
out of sequence

= Packets are treated independently

= This service is defined by the Internet
Protocol

Internet Protocol

= Essentially, IP defines:

= The basic unit of data transfer, Internet
datagram

= A routing algorithm

= A set of rules that characterize the “best
effort” delivery system

Network Layer - an Overview

= Getting data packets from the source all
the way to the destination

= Dealing with end-to-end transmission

= Need to know

= Topology of the communication subnet
(routers)

= Chose paths (routing algorithms)




Network layer

= transport segment from
sending to receiving host

= on sending side
encapsulates segments
into datagrams

= 0N rcving side, delivers
segments to transport
layer

= network layer protocols in
every host, router

= router examines header
fields in all IP datagrams
passing through it

Two Key Network-Layer Functions

| move analogy:
packets from router’s process of planning trip
input to appropriate from source to dest
router output process of getting

through single interchange

- determine

route taken by packets
from source to dest.

= routing algorithms

Position of Network Layer

Transport layer

Gives services to

Network layer

Packetizing Fragmenting

protocols

Receives services from

Data link layer

Multicasting
Internetworking Routing Address
Addressing resolution

Network Layer
Topics of Discussion

= Network Layer Design Issue

= Services to the TCP Layer
= Connectionless Services (Datagram)

= Connection-Oriented Services (Virtual
Circuit)

= Subnets

= Internetworking
Duties of

network layer

Internetworking | | Addressing Routing Packetizing || Fragmenting




Internetworks . i
Links in an Internetwork

Host A -> Host D

A S1 D
® 4 LANS, 1 WAN Data link | IDala link
[ ) a
S1, S2, S3: Switch or Router . Physical
® f1, f2: Interface Physical L JPhysica
® Three links: S1 -> S2 -> s3

Hop-to-hop Hop-to-hop Hop-to-hop
delivery delivery delivery
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Network Layer in an Internetwork Network Layer at the Source

A S1 53 D

Network I I l | I mN"'W”‘k ® Creating Source and Destination Address, Fragmentation
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IP packet

Pracessing mod
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IP packes [ ]
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Host-to-host path

To data link layer
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Network Layer at Router or Switch

® Routing Table, Fragmentation

i 1
| 1
: Routing ]
: table 1
1
| Processing ! !
I module IP packet :
I ) i
l 1
i i
: 1
1
l [ 1M IP packet module !
I 1
I
| L Network layer i

From data link layer

To data link layer
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Network Layer at Destination

® Corrupted packet, Fragments
Data to
transport layer —J

Proce IP packet
module
A
[Tl 1P packet

From data link layer
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Datagram networks

= no call setup at network layer
= routers: no state about end-to-end connections
= no network-level concept of “connection”

= packets forwarded using destination host address

= packets between same source-dest pair may take different
paths

i 2

licati

application|
transport
data link | 2. Receive data
physical data link
| physical
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An IPv4 address is a 32-bit address that uniquely
and universally defines the connection of a device
(for example, a computer or a router) to the Internet.

Address Space

Notations

Classful Addressing

Classless Addressing

Network Address Translation (NAT)




T

Notel

An IPv4 address is 32 bits long.
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T

Notel

The IPv4 addresses are unique
and universal.
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T

Notel

The address space of IPv4 is
232 or 4,294,967,296.
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Figure 19.1 Dotted-decimal notation and binary notation for an IPv4 address

10000000 00001011 00000011 00011111

128.11.3.31

20




i Example 19.3

Find the error; if any, in the following IPv4 addresses.

a 111 8A NAS 7R
d. 111.J9.U7J./0

b. 221.34.7.8.20
c. 75.45.301.14
d. 11100010.23.14.67

Solution

a. There must be no leading zero (045).

b. There can be no more than four numbers.

c. Each number needs to be less than or equal to 255.

d. A mixture of binary notation and dotted-decimal
notation is not allowed.
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T

Notel

In classful addressing, the address
space is divided into five classes:
A,B,C,D,and E.
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Figure 19.2 Finding the classes in binary and dotted-decimal notation

First Second  Third Fourth First Second  Third Fourth
byte byte byte byte byte byte byte byte
classa [0 [ I [ Class A [[0-127 | [ Il

CIassBllU || || ||

Class B [128-191] I i

ClassD [1110_ || | Il Class D [224-239)| I[ Il

] |
| |
Classc [110 || | I | Class € [192-223] I Il |
| |
| |

Classe [1111 ][ [ Il Class E [240-255] | | ||

a. Binary notation b, Dotted-decimal notation
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i Example 19.4

Find the class of each address.

a. (00000001 00001011 00001011 11101111
b. 11000001 10000011 00011011 11111111
c. 14.23.120.8

d. 252.5.15.111

Solution
a. The first bit is 0. This is a class A address.
b. The first 2 bits are 1; the third bit is 0. This is a class
C
adderess.
c. The first byte is 14; the class is A.

o40- The first byte is 252; the class is E.
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Table 19.1 Number of blocks and block size in classful IPv4 addressing

Class Number of Blocks Block Size Application
A 128 16,777,216 Unicast
B 16,384 65,536 Unicast
C 2.097.152 256 Unicast
D 1 268.435.456 Multicast
E 1 208,435,456 Reserved

Notel

In classful addressing, a large part of the
available addresses were wasted.
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Table 19.2 Default masks for classful addressing

Class Binary Dotted-Decimal CIDR
A 11111111 00000000 00000000 00000000 255.0.0.0 8
B TITTTLIT 1T1I0T11T 00000000 00000000 255.255.0.0 /16
C 11111111 11111111 11111111 00000000 255.255.255.0 /24

IP Addressing: introduction

. 32-bit
identifier for host,
router /nterface

= connection -
between host/router 223113
and physical link
= router’s typically have
multiple interfaces 223.1.3.1
= host typically has one ]
interface
= |IP addresses associated
with each interface

| 2231.24 '—@
223.1.1.2
223.1.1.4 223.1.2.9

223.1.2.2

223.1.3.27

223.1.1.1 = 11011111 00000001 00000001 00000001
L

223 1 1 1




Subnets

| |
j = subnet part (high order 223112 223124 r@
Note bits) @—' - 223114 223.1.2.9
=« host part (low order 1 |
Classful addressing, which is almost Prts) s iy AR
n - | |
obsolete, is replaced with classless . device interfaces with J subnet
add ressing. s?jr(;we subnet part of IP 223434 23.1.3.2
[} 1 adaress
. = can physically reach
. Subnettlng each other without
-Supernetting intervening router network consisting of 3 subnets
29 30
Subnets e Subnets
223.1.1.1
Recipe
= To determine the =
subnets, detach each
interface from its host L
or router, creating
islands of isolated
networks. Each isolated 223191 223171
network is called a 223,180 223:1:5:0
subnet. 233,024 223.1.2.6
Subnet mask: /24 223424 223431
31 32




i Classless Addressing

With classless addressing there are no classes but
addresses are still granted in blocks.

Restrictions:

» The addresses in a block must be contiguous

» The number of addresses in a block must be a power of
2

*The first address must be evenly divisible by the
number of addresses
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i Example 19.5

Figure 19.3 shows a block of addresses, in both binary
and dotted-decimal notation, granted to a small
business that needs 16 addresses.

We can see that the restrictions are applied to this
block. The addresses are contiguous. The number of
addresses is a power of 2 (16 = 2¢), and the first address
is divisible by 16. The first address, when converted to a
decimal number, is 3,440,387,360, which when divided
by 16 results in 215,024,210.

Figure 19.3 A block of 16 addresses granted to a small organization

Block Block

First —»{ 205.16.37.32
205.16.37.33

11001101 00010000 00100101 00100000
11001101 00010000 00100101 00100001

16 Addresses

Last —= 205.16.37.47 11001101 00010000 00100101 00101117

a. Decimal b. Binary
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T

Notel

In IPv4 addressing, a block of
addresses can be defined as
x.y.z.t/n
in which x.y.z.t defines one of the
addresses and the /n defines the mask.




T

Notel
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The first address in the block can be
found by setting the rightmost
32 - nbits to 0s.

i Example 19.6

A block of addresses is granted to a small organization.
We know that one of the addresses is 205.16.37.39/28.

What is the first address in the block?

Solution
The binary representation of the given address is
11001101 00010000 00100101 00100111
If we set 32—-28 rightmost bits to 0, we get
11001101 00010000 00100101 0010000
or
205.16.37.32.
This is actually the block shown in Figure 19.3.
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T

Notel

The last address in the block can be
found by setting the rightmost
32 - n bits to 1s.

i Example 19.7

Find the last address for the block were one of the
addresses is 205.16.37.39/28

Solution
The binary representation of the given address is
11001101 00010000 00100101 00100111
If we set 32 — 28 rightmost bits to 1, we get
11001101 00010000 00100101 00101111
or
205.16.37.47
This is actually the block shown in Figure 19.3.

40




T

Notel

The number of addresses in the block

can be found by using the formula
232—n_

4
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i Example 19.8

Find the number of addresses in the block were one of
the addresses is 205.16.37.39/28
Solution

The value of n is 28, which means that number
of addresses is 232728 or 16.
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“L Example 19.9

Another way to find the first address, the last address,
and the number of addresses is to represent the mask as
a 32-bit binary (or 8-digit hexadecimal) number. This is
particularly useful when we are writing a program to
find these pieces of information. In Example 19.5 the
/28 can be represented as
11111111 11111111 11111111 11110000

(twenty-eight 1s and four 0s).

Find

a. The first address

b. The last address

c. The number of addresses.
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i Example 19.9 (continued)

Solution
a. The first address can be found by ANDing the given
addresses with the mask. ANDing here is done bit by
bit. The result of ANDing 2 bits is 1 if both bits are
Is;

Addr 11001101 00010000 00100101 100111
Mask: P10 00% RRRRARA% RRARAEAG 11110000
First address: 11001101 00010000 00100101 00100000




i Example 19.9 (continued)

b. The last address can be found by ORing the given
addresses with the complement of the mask. ORing
here is done bit by bit. The result of ORing 2 bits is 0

if
both bits are 0Os; the result is 1 otherwise. The

complement of a number is found by changing each
1

A ri!iran%- _ i ini nnnionnn nin
LABBINDS. 0 . T IIVULIVI UUUIUUUY Uu

Mask complement: 00000000 00000000 00000000 00001111
Last address: 11001101 00010000 00100101 00101111
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i Example 19.9 (continued)

c. The number of addresses can be found by
complementing the mask, interpreting it as a
decimal

number and addino 1 to it
Mask complement: 000000000 00000000 00000000 00001111

Number of addresses: 15+ 1=16
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Figure 19.4 A network configuration for the block 141.14.0.0/16

141.14.0.1 141.14.0.2 141.14.192 2 141.14.255.253 141.14.255.254
& ] =] ] [ ] ]
Network: 141.14.0.0 141.14.201 4
R1
To the rest of

the Internet
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T

Notel

The first address in a block is
normally not assigned to any device;
it is used as the network address that

represents the organization
to the rest of the world.

48




Figure 19.5 Hierarchy in a telephone network in North America

( 408 ) 864 |- 8902

' Area code !
e 5l

|
|
|
| |
: Exchange office :

-

|
| Subscriber
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Figure 19.6 Two levels of hierarchy in an IPv4 address

28 bits 4 bits

[ Network prefix !

y
A

! Host address
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T

Notel

Each address in the block can be
considered as a two-level
hierarchical structure:
the leftmost n bits (prefix) define
the network;
the rightmost 32 — n bits define
the host.
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i Subnetting using 3-level hierarchy

An organization is given the block 17.12.14.0/26

- contains 64 addresses
- Has 3 offices and needs to divide the addresses into 3
subblocks of sizes 32, 16, and 16




Figure 19.7 Configuration and addresses in a subnetted network

|
7.12.1463/28 |
— ~

'
E 1721431727 -

i

2 _g.n.u.mﬁms i

17.12.14.30/27 _C!-_ |
—.

17.12.14.50/28 a

7121449728 |
|

12140027
!..

TAPRTEIOA I
— Subneat 2 i

]

= 17.12.14.47/28 :
'

}

_g_ 17.12.14.46/28 |
| —c i

17121432728

' 1
i

v AN = W7 0042027 9 17.12.1434728 .Q.n.u_m_:ms!
i o m— |

To the rest of
the Internet
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Figure 19.8 Three-level hierarchy in an IPv4 address

Subnet 1 Subnets 2and 3
26 bits |1 5 bits ] 26 bits [ 2 | 4 bits |
" il
1
1
1

Network prefix Network prefix

Subnet prefix Subnet prefix

Host address Host address
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Example 19.10

An ISP is granted a block of addresses starting with

190.100.0.0/16 (65,536 addresses). The ISP needs fto

distribute these addresses to three groups of customers

as follows:

a. The first group has 64 customers; each needs 256
addresses.

b. The second group has 128 customers; each needs 128
addresses.

c. The third group has 128 customers; each needs 64
addresses.

Design the subblocks and find out how many addresses

are still available after these allocations.
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Example 19.10 (continued)

Solution
Figure 19.9 shows the situation.

Group 1

For this group, each customer needs 256 addresses. This
means that 8 (log2 256) bits are needed to define each
host. The prefix length is then 32 — 8 = 24. The

addresses are
st Customer: 190.100.0.0/24  190.100.0.255/24

2nd Customer: 190.100.1.0/24  190.100.1.255/24

64th Customer: 190.100.63.0/24  190.100.63.255/24
Total = 64 X 256 = 16,384
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Example 19.10 (continued)

Group 2

For this group, each customer needs 128 addresses. This
means that 7 (log2 128) bits are needed to define each
host. The prefix length is then 32 — 7 = 25. The
addresses are

Ist Customer:  190.100.64.0/25 190.100.64.127/25
2nd Customer:  190.100.64.128/25  190.100.64.255/25

128th Customer: 190.100.127.128/25 190.100.127.255/25
Total = 128 x 128 = 16,384
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4 Example 19.10 (continued)

Group 3
For this group, each customer needs 64 addresses. This
means that 6 (log,64) bits are needed to each host. The
prefix length is then 32 — 6 = 26. The addresses are

128th Customer: 190.100.159.192/26
Total = 128 X 64 = 8192

Ist Customer:  190.100.128.0/26 190.100.128.63/26
2nd Customer:  190.100.128.64/26  190.100.128.127/26

190.100.159.255/26

Number of granted addresses to the ISP: 65,536
Number of allocated addresses by the ISP: 40,960
Number of available addresses: 24,576
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Figure 19.9 An example of address allocation and distribution by an ISP

ISP

— Customer 001: 190.100.0.0/24

Group 1: »
190.100.00t0190.10063.255 | * _ cystomer064: 190.100.63.0/24
. - Group 2: :—CustomerOOI: 190.100.64.0/25
g 3 ﬁ 190.100.64.010 190.100.127.255 | * ¢\ \stomer 128: 190.100.127.128/25
To and from 3g oM
the Internet 55*8
o S
E o S Group 3: :—Customerﬂm: 190.100.128.0/26
O 190100128010 190.100.159.255 L *_ (- stomer 128: 190.100.159.192/26
Available
190.100.160.0 to 190.100.255.255
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IP addresses: how to get one?

Q: How does network get subnet part of IP

addr?

A: gets allocated portion of its provider
ISP’s address space

Organization 0
Organization 1
Organization 2

Organization 7

11001000 00010111 00010000 00000000

11001000 00010111 00010010 00000000

11001000 00010111 00010100 00000000

11001000 00010111 00011110 00000000

200.23.16.0/23
200.23.18.0/23
200.23.20.0/23

200.23.30.0/23




61

Hierarchical addressing: route aggregation

Hierarchical addressing allows efficient advertisement of routin
information:

Organization 0
200.23.16.0/23

Organization 1

200.23.18.0/23

“Send me anything
with addresses
beginning
200.23.16.0/20”

\ .

“Send me anything
ISPs-R-Us with addresses

beginning

199.31.0.0/16”

Organization 2

200.23.20.0/23 Fly-By-Night-ISP

Organization 7 /

200.23.30.0/23

<\

Hierarchical addressing: more specific routes

ISPs-R-Us has a more specific route to Organization 1

Organization 0

200.23.16.0/23

“Send me anything
with addresses
beginning
200.23.16.0/20”

\ -

“Send me anything

ISPs-R-Us with addresses
beginning 199.31.0.0/16
or 200.23.18.0/23”

Organization 2

200.23.20.0/23 Fly-By-Night-ISP

Organization 7

200.23.30.0/23

Organization 1

200.23.18.0/23

SN\
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IP addressing: the last word...

How does an ISP get block of addresses?

ICANN: Internet Corporation for Assigned

Names and Numbers

= allocates addresses

= manages DNS

= assigns domain names, resolves disputes

NAT: Network Address Translation

local network
(e.g., home network) 7@
10.0.0/24 i

* rest of
Internet

10.0.0.4

&

10.0.0.2

138.76.29.7

10.0.0.3

Datagrams with source or

destination in this network

have 10.0.0/24 address for
source, destination (as usual)

All datagrams /eaving local
network have same single source NAT IP address:
138.76.29.7,
different source port numbers
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i NAT

NAT : Network address translation

Enables a user to have a large set of addresses
internally and one address, or small set of addresses

externally.

65

NAT: Network Address Translation

= Motivation: local network uses just one IP address as far as

outside world is concerned:

= range of addresses not needed from ISP: just
one IP address for all devices

= can change addresses of devices in local

network without notifying

outside world

= can change ISP without changing addresses of

devices in local network

= devices inside local net not explicitly
addressable, visible by outside world (a security

plus).
66

Table 19.3 Addresses for private networks

Range Total
10.0.0.0 to  10.255.255.255 224
172.16.0.0 to  172.31.255.255 220
192.168.0.0  to  192.168.255.255 216
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Figure 19.10 A NAT implementation

Site using private addresses

I T-T

17218330 1

NAT router
@ T ETET Internet
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Figure 19.11 Addresses in a NAT

___________________________

172.18.3.1

Source: 172.18.3.1

1
]
I
1
1
1
]
]

Source: 200.24.5.8

Figure 19.12 NAT address translation

Destination: 25.8.2.10

i
]
1
Source; 172.18.3.1 :
I
|
1
I
I

Translation table

Internst Private External

| = 172,18.3.1 258210 -4

I ‘ . .

] .

Destination: 172.18.3.1 E Destination: 200.24.5.8 L
--------------------------- i_ - _[;1:.:_|r:'|:|;|: _I:"_I 8_?_| i _i Destination: 200.24.5.8
| Source:25.8.2.10 | Source:25.8.2.10
69 70
Figure 19.13 An ISP and NAT (1,000 address and 100,000 customer)
172.18.3.1
i
Table 19.4 Five-column transiation table =5
Private Private | External | External Transport :
Address Port Address Port Protocol 1995441 1660
172.18.3.1 | 1400 | 25.8.3.2 80 TCP | I
§= e site
172.18.3.2 1401 25.8.3.2 80 TCP
172.30.100
£
s
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NAT: Network Address Translation

Implementation: NAT router must:

. (source IP address, port #)
of every outgoing datagram to (NAT IP address, new
port #)

. . . remote clients/servers will respond using (NAT IP address,
new port #) as destination addr.

. every (source IP
address, port #) to (NAT IP address, new port #)
translation pair

. (NAT IP address, new port
#) in dest fields of every incoming datagram with
corresponding (source IP address, port #) stored in NAT
table
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NAT: Network Address Translation

NAT translation table
2: NAT router WAN side addr LAN side addr

changes datagram
source addr from 138.76.29.7, 5001 10.0.0.1, 3345

10.0.0.1,3345t0 | T e
138.76.29.7, 5001,

updates table B 128 4id.a0126,80

$:138.76.29.7, 5001
D: 128.119.40.186, 80

7,
10.0.0.4
\

S:128.119.40.186, 80
D:10.0.0.1, 3345

138.76.29.7 E
S: 128.119.40.186, 80
D: 138.76.29.7, 5001

4: NAT router
3: Reply arrives p
dest. address:

dest addr from
138.76.29.7, 5001

74

changes datagram

1: host 10.0.0.1
sends datagram to
128.119.40.186, 80

138.76.29.7, 5001 to 10.0.0.1, 3345

NAT: Network Address Translation

= 16-bit port-number field:
= 60,000 simultaneous connections with a single
LAN-side address!

= NAT is controversial:
= routers should only process up to layer 3

= violates end-to-end argument
= NAT possibility must be taken into account by app
designers, eg, P2P applications
= address shortage should instead be solved by
IPV6
75

NAT traversal problem

= client wants to connect to
server with address 10.0.0.1
= server address 10.0.0.1 local to

LAN (client can't use it as Client,
destination addr)
= only one externally visible W

NATted address: 138.76.29.7

= solution 1: statically configure
NAT to forward incoming
connection requests at given
port to server

= e.0., (123.76.29.7, port 2500)
always forwarded to 10.0.0.1
port 25000

138.76.29.7

NAT
router

76




NAT traversal problem

= solution 2: Universal Plug and
Play (UPnP) Internet Gateway
Device (IGD) Protocol. Allows
NATted host to:

= learn public IP address

(138.76.29.7) were2er NAT
+ add/remove port router

mappings (with lease

times)

l.e., automate static NAT
port map configuration
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NAT traversal problem

= solution 3: relaying (used in Skype)
= NATed client establishes connection to relay
= External client connects to relay
= relay bridges packets between to connections

E;Q'i"ﬂ';J to
A relay initiated
~2 by client 3. relaying
Client established

138.76.29.7
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19-2 IPv6 ADDRESSES

79

Despite all short-term solutions, address depletion is
still a long-term problem for the Internet. This and
other problems in the IP protocol itself have been the
motivation for IPvé.

Topics discussed in this section:

Structure
Address Space

T

Notel

An IPv6 address is 128 bits long.

80




Figure 19.14 IPv6 address in binary and hexadecimal colon notation

L 128 bits = 16 bytes = 32 hex digits N
| |
lmmmmmloo 1111111111111 |
‘ FDEC |3| 0074 || 0000 (g l 0000 |g| 0000 |g| BOFF |3 [ 0000 ] a| FFFF l

Figure 19.15 Abbreviated IPv6 addresses

Original

|FDEC = 0074 1 0000 1 0000 s 0000 . BOFF & 0000 s FFFO

{

Abbreviated | FDEC %7430 30 20  BOFF & 0 & FFFO |

!

More abbreviated [FDEC 27432 BOFF J 03 FFFO|

T—Gap
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‘L Example 19.11
Expand the address 0:15::1:12:1213 to its original. Table 19.5 Type prefixes for IPv6 addresses
Type Prefix Tvpe Fraction
Solution 0000 0000 Reserved 1256
We first need to align the left side of the double colon to 00000001 | Unassigned 11256
the left of the original pattern and the right side of the 0000 001 1S network addresses _ 1128
double colon to the right of the original pattern to find e e e
.'I]&l'\‘\]EI]C( -
how many 0s we need to replace the double colon. 0000 1 Unassigned ™
XXX XX XX XX X XX XX XX X XXX 0001 Reserved 1716
0: 115 o 1K 12:1213 o0l Reserved 1/8
010 Provider-based unicast addresses 1/8
This means that the original address is.
[ 0000:0015:0000:0000:0000:0001:0012:1213 |
83 84




Table 19.5 Type prefixes for IPv6 addresses (continued) Figure 19.16 Prefixes for provider-based unicast address
Type Prefix Type Fraction
011 Unassigned 1/8
100 Geographic-based unicast addresses 1/8
101 Unassigned /8 Subnet prefix
110 Unassigned /8
Subscriber prefix
1 Unassigned /16
1o Unassigned 1/32 .m-l
111110 Unassigned /64 5 Provider Subscriber Subnet Node
111110 Unassigned 178 identifier identifier identifier identifier
assigne 2
I 11100 Unassigned 1/512 INTERNIC 11000
— — 5 RIPNIC 01000
LI 1110 10 | Link local addresses 171024 APNIC 10100
LI 1110 11 | Site local addresses 1/1024 Registry
Piiiiiii Muiiicasi addresses 17256
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Figure 19.17 Multicast address in IPv6 Figure 19.18 Reserved addresses in IPv6
8 bits 120 bits
00000000 AllOs a. Unspecified
8 bits 4 4 112 bits
11111111 | Flag [Scope Group ID 8 bits 120 bits
00000000 00000000000000000.........cumee 00000000001 b. Loopback
0001 Transient Reserved e o -~
Node local ;
(Ll [eeal 00000000 All0s IPv4 address c. Compatible
Site local
Organizational 8 bits 72 bits 16 bits 32 bits
‘;'Oba' J 00000000 Al 0s IPv4 address | d.Mapped
eserve:
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Figure 19.19 Local addresses in IPv6

10 bits 70 bits 48 bits
1111111010 All 0s Node address

10 bits 38 bits 32 bits 48 bits
1111111011 All 0s Node address

a. Link local

b. Site local
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